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Access Vector Local / Adjacent Network
/ Network

Access Complexity Low / Medium / High

Authentication None / Single / Multiple

Confidentiality Impact None / Partial / Complete

Integrity Impact None / Partial / Complete

Availability Impact None / Partial / Complete
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Access Complexity: Middle

The attack requires a small amount of social engineering
that might occasionally fool cautious users (e.g., phishing
attacks that modify a web browser’s status bar to show a
false Iink, having to be on someones ‘buddy” list before
sending an IM exploit).
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SCORING TIP#2:

When scoring a vulnerability; consider the direct impact to
the target host only: For example, consider a cross-site
scripting vulnerability” the impact to a user's system could
be much greater than the impact to the target host. However;
this 1s an indirect impact. Cross-site scripting vulnerabilities
should be scored with no Impact to confidentiality or
availability; and partial impact to integrity:

(#70) SCORING TIP#2
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