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Opening

We propose JVNRSS (JP Vendor Status Notes RSS) as a security
iInformation sharing and exchanging specification. JVNRSS is based
on RSS 1.0 and uses the “<dc:relation>" field defined in the Dublin
Core as a Relational ID to correlate security information issued by
various sources. JVNRSS uses the reference URL specified in a
security alert, for example, an URL of the Common Vulnerability
Exposure, CERT Advisory, CERT Vulnerability Note and CIAC
Bulletin.

In this presentation, firstly we’ll explain the specification and
applications of JVNRSS. Secondly, we'll introduce the result of our
feasibility study on JVNRSS and lastly we'll propose the RSS
Extension for security information sharing.
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Vulnerability Information Handling Framework in Japan

Under “the Guideline for Handling Vulnerability-related Information”
Announced on July 7, 2004, into Effect on July 8, 2004
Government-private sector cooperation to promote a smooth information flow concerning

vulnerabilities and countermeasures of software products/web site applications. The first
vulnerability information handling mechanism that is based on the official rules.

Vulnerability-related information distribution system
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Expected Effects ———u0  —

1. Promote proactive vulnerability response by vendors/web site operators
2. Curb neglect and improper publication of vulnerability information
3. Prevent leak of sensitive information and disruption of critical systems

Copyright © JVN. 2006. All rights reserved.



l. Handling Framework for Vulnerability of Software product

O The Software Vulnerabilities Handling Framework defines the
operational process for vulnerability information handling from a
vulnerability’s discovery to its release to the public.

Report a vulnerability to IPA

Coordinate the vulnerability information handling between
JPCERT/CC and JP product vendors

Investigate and eliminate vulnerabilities in the products of each JP
vendor

Announce security information on JVN

O JPCERT/CC collaborates with CERT/CC and NISCC on
vulnerability information handling in the International framework.
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Handling Framework for Vulnerability of Software product
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JP Vendor Status Notes :>
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5. Notification of vulnerability related
information - Test suite and validation process
6. Coordination of announcement date /7 f
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information

7. Investigation and
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Vulnerabilities reported Statistics 2004-2006

Vulnerabilities
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http://www.ipa.go.jp/security/index-e.html
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JVN History

O JVN project started in 2003 to make a portal site of security
iInformation of domestic product vendors in Japan.

2002 2003 2004 2005

A 2002/06 JVN Project Started §
A 2003/02 jvn.doi.ics.keio.ac.jp Opened to public.
A 2003/07 JVNRSS channel service Opened to public.
A 2004/01 TRnotes service Opened to public.

A 2004/07 jvn.jp Opened to public.

1st Step (Trial Site) 2nd Step

JVN: JPCERT/CC Vendor Status Notes JVN: JP Vendor Status Notes
February 3, 2003 _> July 8, 2004

URL http://jvn.doi.ics.keio.ac.jp URL http://jvn.jp/

Email jvn@doi.ics.keio.ac.jp Email jvn@jvn.jp

Copyright © JVN. 2006. All rights reserved.



n Overview of JVN

O July 2004, “JP Vendor Status Notes (JVN)” was launched as a
portal site to offer security information on domestic product
vendors under the vulnerability information handling framework in
Japan.

B Provide the Vendor Status Notes (VN) and the status Tracking
Notes (TRnotes).

B “Vendor Status Notes (VN)” VN is a service providing information
on how to fix vulnerabilities. It is similar to the “CERT Vulnerability
Notes” and follows up the IPA/JPCERT Vulnerability reports, US-
CERT Alerts, US-CERT Vulnerability Notes and NISCC Advisories.

B “Status Tracking Notes (TRnotes)” is a service providing
information on the incidents, specifically what worms do, when the
exploit codes were released and what the countermeasures are.

Copyright © JVN. 2006. All rights reserved. 10



Information Categories at JVN

O “JP Vendor Status Notes (JVN)” has four information categories.

VN-JP
VN-CERT/CC
VN-NISCC
TRnotes

Alert

IPA, JPCERT/CC Alert

NISCC Advisory

http://www.ipa.go.jp/
http://www.jpcert.or.jp/

msu.h

Assigned ldentifier
by JVN

US-CERT Alert

Notice

US-CERT Vulnerability Note

IPA Vulnerability report

Copyright © JVN. 2006. All rights reserved.

VN-NISCC NISCC-XXXXXX
JVNTAXX-XXXX
VN-CERT/CC
JVNVUHAXXXXXX
VN-JP JVNHXXXXXXXX
TRnotes TRXXXXXX
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JVN Top page (http://jvn.jp/)

<3 JP Vendor Status Motes — Microsoft Internet Explorer

IPME REER RTW BRLANE  U-LD AP | A

TELAD [&] it fivn o/

JVN

JP Vendor Status Motes

About JVN
W - P

W - CERTICE
W - MISCE

Last updated: 14:46 2004/09530

Topics
2004-07-08: Public Opened
2004-07-20: Workshop of Vulnerability Information Handling

TEnotes
Product Vendor List

Related Sites

JPCERTICE

1SDAS

IPAISEC

Report a Vulnerability
CERTICC

MISCC

CVE

| JPCERT/AE |
| IPA

Vendor Status Notes — JP [MDEx B
JVN#GFBBZ2FAT: Multiple SSL-VPN products fail to set the "Secure" attribute of a cookie
JYH#FEBC2C13: desknet's vulnerable to script execution via certain HTML mail VN'J P

JUWMBFFF3142E. Virus Baster Cooperate Edition vulnerable to information leak

Notified via IPA

\endor Status Motes — CERT/CC D)
JYNTAD4-2614° Multiple vulnerabilities in Mozilla products
JVMTAD4-2604: Microsoft Windows JPEG component buffer overflow VN CERT/CC

JYNTAO4-2478: Vulnerabilities in MIT Kerberos 5

Notified via CERT/CC

Vendor Status Notes — NISCC >
NISCC-161190: vylnerability Issues with Business Objects Weblntelligence Product
HISCC-403518: vulnerability Issues with the Apache Web Server VN-NISCC

NISCC-380375. Vulnerability Issues in MIME

Notified via NISCC

Copyright © JVN. 2006. All rights reserved.

Status Tracking Notes >

TRTAD4-2604° Microsoft Windows JPEG component buffer overflow — [2004/09/30 01:19]
TRIN-2004-01. W32/Novarg.A Virus [2004/08/20]

TRTAD4-261A: Multiple vulnerabilities in Mozilla products \

TRnotes
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Vendor Status Notes (VN)

O “Vendor Status Notes (VN)” includes a list of JP product vendors
who may have been affected by the reported vulnerabilities.

B VN has three information categories such as VN-JP, VN-CERT/CC
and VN-NISCC.

B Each web page consists of the overview of the problem, its impact,
vendor information and related information.

Vendor Information includes Vendor Name, Status
JVN#12345678 and Last Update. There are five categories as
Title Status.

Status — > Unknown

—> Vulnerable

Impact t: Vulnerable (Completed investigation)

Vulnerable (Under investigation)

—> Not Vulnerable

Reference . L
t: Not Vulnerable (Completed investigation)

Revisions Not Vulnerable (Under investigation)

Overview

Vendor Information

Copyright © JVN. 2006. All rights reserved. 13
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Example of Vendor Status Notes (VN)

T/CC - IWNTADA-2178 - Microsoft Internet Explorer

=101 x|

About JVN

W - JP

Wi - CERTICC

W - BISCC
TRnotes

Product Vendor List

Related Sites

JPCERTICE

15DAS

IPAISEC

Report a Vulnerability
CERTICE

MISCC

CVE

| JPCERT /B |

_IPA

Vendor Status Notes — CERT/CC

JVNTAO04-217A
Multiple Vulnerabilities in libpng

Ovewview

Several vulnerabilities exist in the libpng library, the most serious of which could allow a
remote attacker to execute arbitrary code on an affected system.

Impact
A remote attacker could cause an application to crash or potentially execute arbitrary

code by convincing a victim user to visit a malicious web site or view an email message
containing a malformed image.

Vendor Information

Product Vendor List

Vendor Name Status Last Update
Fujitsu Not Vulnerable (Completed investigation) | 2004/08/26
MIRACLE Linux Vulnerable (Completed investigation) 2004/08/24
Turbo Linux Vulnerable (Completed investigation) 2004/08/23
TechMatrix Not Vulnerable (Completed investigation) | 2004/08/17

.8

Copyright © JVN. 2006. All rights reserved.
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Vendor Status Notes (TRnotes)

O “Status Tracking Notes (TRnotes)” includes a list of event/time
information on incidents concerning vulnerabilities.

B Each web page consists of the overview, timeline concerning a
vulnerability and related information.

B The purpose of TRnotes is in sharing the timeline of the incident,
which includes worm activities, the date exploit codes were released
and the countermeasure against security incidents. The information
Is based on public information.

TRXXXXXXX

Title

Overview

Event Information

Reference

Copyright © JVN. 2006. All rights reserved.

Event Information includes followings.

- Date the vulnerability was discvered

- Date any advisories are released

- Date exploit codes are published

- Date worms are produced

- Published alerts from governments.

- Additional resources, such as a government
agency
etc.
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Example of Vendor Status Notes (TRnotes)

tug Tracking Mote TRTAD4-2604 - Microzoft ternet Explorer

W LT AL

About JVN

V- IR

W - CERTICE

W - MISCT
TRnhotes

Product Vendor List

Related Sites

JPCERTICE

15DAS

IPAISEC

Report a Vulnerability
CERTICE

ili=1ein}

CWVE

| JPCERT AN |
_IPA ]

Status Tracking Notes

TRTA04-260A

Microsoft Windows JPEG component buffer overflow

Event List

Time (JST)

Event Information

2004-039-15 05:22

Microsoft sent the Japanese Security information of Sep. 2004 by Email.
#Post-Date: Tue, 14 Sep 2004 13:22:15-0700

2004-03-17 04:58

US-CERT TAQ4-2604
#Post-Date: Thu, 16 Sep 2004 15:58:16 -0400

2004-09-23 03:38

Full-Disclosure "Microsoft Windows M304-025 JPEG Owerflow Shellcoded Exploit"
#Cid: ms04-28-cmd.c

#Tested: Windows xP + 5P

#Post-Date: Wed, 22 5ep 2004 11:38:18 -0700 (POT)

2004-08-23 15:22

Bugtrag "NEW GDI+JPEG Remote Exploit”
#Cid: JpegOfDeath ¢

#Tested: Windows P + 5P

#Post-Date: 23 Sep 2004 06:22:54 -0000

2004-039-23 23:55

155 AlertCaon O == &

2004-039-24 13:49

ISSKK announces an alert “Microsoft GDI+ JPEG Processing Exploitation”.

#IS5APL: Metwork Sensor 22.51
#lLast-modified: Fri, 24 Sep 2004 04:49:48 GMT

nl'a
Al

Copyright © JVN. 2006. All rights reserved.
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Proposal of RSS Extension
for Security Information Exchange
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n Research motivation

O How we can provide a more efficient security information
distribution service for the security administrators that helps them
reduce their workload related to collecting and grouping various
information and take care of security incidents.

Distribution designed to encourage
reusing of information

More efficient aggregation of
Information from product vendors

Copyright © JVN. 2006. All rights reserved. 18



n JVNRSS (JP Vendor Status Notes RSS)

O Keywords for the solution
B Semantic Web
B RSS (RDF Site Summary)

g A
Format for Tie
the overview Overview
JVNRSS N Affected System fho(;rg:gﬁsr \ ‘ ,
impact VULDEF /_
Solution and
Exploit others
Reference y

Using JVNRSS, an XML format to describe the overview,
IS an essential point in the security information exchange.

Copyright © JVN. 2006. All rights reserved. 19



JVNRSS Specification

O JVNRSS
B Summary format for security information exchange.

B Based on RSS 1.0 and use the field <dc:relation> of Dubline
Core as index of grouping security information.

<item rdf:about="URL of security information">

<title>Title</title>

<link>URL of security information</link>

<dscription>Outline of security information</description>
<dc:publisher>Product vendor name</dc:publisher>
<dc:creator>Contact point information</dc:creator>
<dc:identifier>Security information ID</dc:identifier>
<dc:relation>Relational ID (1) {CVE|CERT-CA|CERT-VU]|etc.}</dc:relation>
<dc:relation>Relational ID (2) {CVE|CERT-CA|CERT-VU]Jetc.}</dc:relation>
<dc:relation> : </dc:relation>
<dc:date>Date last updated</dc date>
<dcterms:issued>Date first published</cterms:issued>
<dcterms:modified>Date last updated</dcterms:modified>

</item>

Copyright © JVN. 2006. All rights reserved.
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JVNRSS Example

O ID: JVNVU#834865

O Title: Sendmail contains a race condition
B Reference: http://www.us-cert.gov/cas/techalerts/TA06-081A.html
B Reference: http://www.kb.cert.org/vuls/id/834865
B Reference: http://cve.mitre.org/cgi-bin/cvename.cgi?name=2006-0058

<item rdf:about="http://jvn.jp/cert/IVNVU%23834865">

<title>Sendmail contains a race condition</title>
<link>http://jvn.jp/cert/IJVNVU%23834865</link>

<description>A race condition in Sendmail may allow a remote attacker ... </description>
<dc:publisher>JVNRSS-DEYV project</dc:publisher>
<dc:creator>jvn@jvn.jp</dc:creator>
<dc:identifier>JVNVU#834865</dc:identifier>
<dc:relation>http://www.us-cert.gov/cas/techalerts/TA06-081A.htmi</dc:relation>
<dc:relation>http://www.kb.cert.org/vuls/id/834865</dc:relation>
<dc:relation>http://cve.mitre.org/cgi-bin/cvename.cgi?name=2006-0058</dc:relation>
<dc:date>2006-04-03T10:30+09:00</dc:date>
<dcterms:issued>2006-03-23T04:00+09:00</dcterms:issued>
<dcterms:modified>2006-04-03T10:30+09:00</dcterms:modified>

</item>

Copyright © JVN. 2006. All rights reserved.
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JVNRSS Application: Visualized JVNRSS

O Offer the summary of JVN articles through other websites.

/4§ HITAGHI : Hitachi Incident Response Team — Microsoft Internet Explorer

-3 HITACHI Hame

Hitachi Incident Response Team

Hitachi Incident Response Team

| # home |

I SAP%w | ELEE 1T

- r - — r- PJ r pr"_ntéwdt tl ; @
L L L sdcacng Todd
0211 HSSCEIRSE

1 |
EEEEERE BB N EEEEN g EEEEERF

L]

L]

. L]
» JYNVU#834865 : Sendmail contains a race condition :
L |

='tllh}1?laﬁ1=§er:lrl;‘t}! !asIegIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
This wehsite integrates information security releases for IT systems of the Hitachi group, in line with
"Information Security Early Warning Partnership Guidelines". The following secutity information is
published on thiz website:

# Product Jecutity Information for IT Systems.
Information about Hitachi product vulnerabilities, and how to avoid or solve associated security
problems.

¥ Incident Response Information for IT Systems.

Information abowut how to avoid or recover from the latest security violations and related
problems.

GLOBAL

HITACHI

Inspire the Next

Ahout HIRT

Secutity Information

Inguiry

.J.JF.' Vendor Status Notes

a Apache Struts Bugs May | *
Let Remote Users

Bypass YWalidation

@ Microsoft Windows and

Exchange Server
Yulnerahilities

@ Multiple mail readers
vilnerable to DoS via

crafted attached file

@ Multiple mail readers
contain directary traversal
vulnerabilities =

Copyright © JVN. 2006. All rights reserved.
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JVNRSS Application: Visualized TRnotes

O Arrange all events by time.

F EPEREEE  <item rdf:about="http://www.security-express.com/archives/bugtrag/2005-08/0181.htmI">

e <title>[Full-disclosure] (MS05-039) Microsoft Windows Plug-and-Play Service Remote Overflow

Lo Jmmmess s 14l (UNIVersal Exploit + no crash shellcode)</title>

reeasedupdsies et add - <[ink>http://www.security-express.com/archives/bugtragq/2005-08/0181 html</link>
<dc:relation>http://www.us-cert.gov/cas/techalerts/TA05-221A html</dc:relation>

<dc:date>2005-08-12723:37+09:00</dc:date>

</item>
ﬁ A
me_m S < —

2005.08.10 07:32
/[2005_08_1 2

Microsoft Security Bulletin Summary for August, .
/{2005.08.1 4 00:00
Trendmicro: WORM_Z0TOE.A

-
)2005_08_1 0 D816
F i

lewt TACIE 1 he b

5 PP
2005.08.12 00:00

| B0 By oo O O LE OV & 8 T O
s TTins r ik *. [=Try—y, A L
20050812 23:37

Full-Disclosure: (MS06-039) Misrosoft Windows P...

' B = e=

2005.08.15 00:23
gSANS Institute PMS05-039 Worm in the wild

—08-17
Include = 3

i
" 20050817 09:00
“ Symantec ThreatZOR (=2 ()

=
20050817 11:00
155 AlertCon () =>(3)

20050817 11:00

LATEST
LEL 2 Malicious Software Removal Tool 1.7.1

Copyright © JVN. 2006. All rights reserved.
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JVNRSS Application: Security information gathering system

O Reduce workload in collecting and grouping security
information.

Vendor A Site

(3) Convert XML to HTML HTML Hyperlink <a href="http://A.JP/alert-sql.htmI”>
Microsoft SQL Slammer Worm</a>

JUNSsitess | e
CA-2003-04 | | .~ <item rdf:about="http://A.JP/alert-sgl.ntml ">
- Vendor A I T <title>SQL Slammer worm information</title>
-Vendor B |HTML <link>http://A.JP/alert-sql.html</link>
- News X <dc:relation>CA-2003-04.html</dc:relation>

LE LT
\/ .......
.
Y
]
]
-
.

</item>

(1) Gathering of the security information

News X Site

<a href="http://X.JP/news-sqgl.htm|”>
SQL Slammer worm information</a>

module JVINRSS

Convert HTIMC J

Grouping Gathering
module module

.,
-
.
-
Y
u

Mapping DB Archive '
CERT-CA DB
CVE etc

<item rdf:about=" http.//X.JP/news-sqgl.html ">
<title>SQL Slammer worm information</title>
<link>http://X.JP/news-sgl.html</link>
<dc:relation>CA-2003-04.ntml</dc:relation>
</item>

)

(2) Grouping of the
security information.

Copyright © JVN. 2006. All rights reserved.



JVNRSS Application: Proposal grouping (correlation) mechanism

O The grouping mechanism using Relational ID without

mapping DB.

(3) Convert XML to HTML

JVN Sites

CA-2003-04
- Vendor A

- Vendor B

- News X

Vendor A Site

<a href="http://A.JP/alert-sqgl.htm[”>
Microsoft SQL Slammer Worm</a>

M~

CA-2003-04

Convert
module

Grouping Gathering
module module

Mapping DB Archive
CERT-CA DB
CVE etc

—| <item rdf:about=" http.//AJP/alert-sql.ntml ">
<title>SQL Slammer worm information</title>
—— <link>http://AJP/alert-sgl.ntml</link>

<dc:relation>CA-2003-04.htmi</dc:relation>
</item>

@ (1) Gathering of the security information

YES

CA-2003-04

(2) Grouping of the
security information.

Copyright © JVN. 2006. All rights reserved.

News X Site

<a href="http://X.JP/news-sqgl.htm|”>
SQL Slammer worm information</a>

<item rdf:about=" http://X.JP/news-sqgl.html ">
<title>SQL Slammer worm information</title>
<link>http://X.JP/news-sqgl.html</link>

)

<dc:relation>CA-2003-04.htmi</dc:relation>
</item>




JVNRSS Application: Proposal grouping (correlation) mechanism

O The grouping mechanism using Relational ID with mapping

DB.

(3) Convert XML to HTM

JVN Sites /

CA-2003-04
- Vendor A
- Vendor B
- News X

Mapping DB entry

Convert
module

CVE-2004-0230

<item rdf:about="http://VendorA/secO1l.htm|">
<title>Vulnerability Issues in TCP</title>
<link>http://VendorA/sec01.html</link>

XF15886
VU#415294
BID10183

TAO4-111A :

<dc:relation>TA04-111A</dc:relation>
</item> A

Gathering
module

Grouping
module

Mapping DB
CERT-CA
CVE etc

Archive
DB

CA-2003-20

CIAC Bulletin N-133

<item rdf:about="http://NewsX/sec99.htm|">
<title>Potential Reliability Issue in TCP</title>
<link>http://NewsX/sec99.html</link>
<dc:relation>VU#415294</dc:relation>
</item> A

JPCERT-AT-2003-0005
JPCERT-AT-2003-0006

(2) Grouping of the
security information.

Copyright © JVN. 2006. All rights reserved.




JVNRSS: Proposal grouping (correlation) mechanism

O The grouping mechanism using Relational ID with mapping

DB.

(3) Convert XML to HTML

JVN Sites

CA-2003-04
- Vendor A
- Vendor B
- News X

Vendor A Site

<a href="http://A.JP/alert-sqgl.htm[”>
Microsoft SQL Slammer Worm</a>

VU#415294

—| <item rdf:about=" http.//AJP/alert-sql.ntml ">
<title>SQL Slammer worm information</title>
—— <link>http://A.JP/alert-sql.html</link>

[

Convert
module

Grouping Gathering
module module

Mapping DB Archive
CERT-CA DB
CVE etc

<dc:relation>415294</dc:relation>
</item>

(1) Gathering of the security information

YES

VU#415294

i

CA-2003-04

(2) Grouping of the
security information.

Copyright © JVN. 2006. All rights reserved.

News X Site

<a href="http://X.JP/news-sqgl.htm|”>
SQL Slammer worm information</a>

<item rdf:about=" http://X.JP/news-sqgl.html ">
<title>SQL Slammer worm information</title>
<link>http://X.JP/news-sqgl.html</link>

)

<dc:relation>CA-2003-04.htmi</dc:relation>
</item>
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“ JVNRSS practical activity

O

O

O

CVE+ http://jvnrss.ise.chuo-u.ac.jp/jtg/cve+/
CVE+ is to make a relationship map between CVE and Japanese
security information.

TRNotes http://jvnrss.ise.chuo-u.ac.jp/jtg/trn/

TRnotes provides HTML based information, JVNRSS format and
Visualized TRnotes.

XSL swf http://jvnrss.ise.chuo-u.ac.jp/jtg/xswf/

XSL_swf is FLASH tool for visualized JVNRSS and uses a part of XSL
as a mechanism to describe how the document should be displayed.

RSS dir http://jvnrss.ise.chuo-u.ac.jp/jtg/rssd/

RSS_dir is concept of RSS directory for RSS channel. RSS directory
describes a RSS channel tree with RSS format.

Sl G_rdf http://jvnrss.ise.chuo-u.ac.jp/jtg/xsig/

Copyright © JVN. 2006. All rights reserved. 28



JVNRSS practical activity CVE+

O Prototype system
B Modules: gathering, grouping and convert

Viewer Data Format
......... e ,
Java <TouchGraph Link Browser TouchGraph
Applet ——pp( XML
I— - ;
MAP Viewer
< JVNRSS
SWF p| <sec:item>
] .J
f— LIST Viewer : ;
< HTML
SWF Web Browser - P
= Convert module
o ~ jf
—— cve.xml| —
CVE.mitre.org Grouping | Gathering jvnrss.rdf  Site.B
> module module jjio

______J nvd.xml

NVD.nist.gov

|| Mapping Archive ]| ;

Mapping DB data source Archive DB data source
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JVNRSS practical activity CVE+

O Viewer: TouchGraph Link Browser (Java Applet)
B Data Format: TouchGraph XML format

/2§ http:/ fjwnrss isechuo-uac jp - JWNRSS: TouchGraph Link Browser - GWE-2004-0230 (Demonstration - Microsoft Internet Explorer
| <<<Back [zoom |[+| [4] [ ] [v]
Hitachi: GRZ000/GR4000/GE Hitachi: SANRISEZS00WH 000 vulnerability |ssues in TCP {inJapanese) (4]
<EDGESET> E9500%# 000 Yulnerability 1ssues in TCP (in Japanese)
<EDGE fromID="CVE_2004-0230" tolD="CERT TAO04-111A" />
</EDGESET> 170 Multiple vendor TGP Denial of Serice Vulnerahili
JYRLVMTADL-111AMUInerability 1Issues in TCP (in Japanese)
US-CERT TAD4-1 11 AR m

Sy LINira s g ov. Ukl

<NODESET>

rabilty| - <NODE nodelD="CVE_2004-0230">
<NODE_LABEL label="CVE CVE-2004-0230" />
</NODE>

<« EE®  \ODEnodelD="CERT_TAO4-111A">

<NODE_LABEL label="US-CERT TAO4-111A* />

</NODE>

</NODESET>
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JVNRSS practical activity

O Viewer: Map Viewer (SWF)
B Data Format: TouchGraph XML format

2} JVNRSS: Map Viewer - GVE-2004-0220 (Demonstration Exampled - Microzoft Internet Explorer

CVE+

<EDGESET>

<EDGE fromID="CVE_2004-0230" toID="CERT_TAO4-111A" />

</EDGESET>

ST A04-111.8 Vulneral
JYNMISCC-236928 Vulneraki

( Us-cERT TAD41114 )‘

CHE CVE-2004-0230

(HISCC hitp: fhvrweve uriras o)

JYRNIZCC-

( SecurityFocus BIDI0183 )

/ (Moot et ma )

CEl 579G

<NODESET>
<NODE nodelID="CVE_2004-0230">
<NODE_LABEL label="CVE CVE-2004-0230" />
</NODE>

(NI NT 404111 4 W uiner JRs

C IS5 XF15566

)

<NODE nodelD="CERT_TA04-111A">
<NODE_LABEL label="US-CERT TAO4-111A* />
</NODE>
</NODESET>

4]
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JVNRSS practical activity

O Viewer: LIST Viewer (SWF)

CVE+

B Data Format: JVNRSS + <sec:item> format

3 JUNESE: List Yiewer - CWE-2004-0230 (Demanstration Examplel - Microzoft Internet Explarer

CVE 2004-0230 Extension (CVE+ project: Demonstration Example) Cther UF]

CWE 2004-0230 Extension (CVE+ project: Demonstration Example)

Publisher : RS S-DEY project
Date : 2006-03-05T0O0:21+09:00
Issued :

Modified : 2006-03-05T00:21 +09:00

<item rdf.about="http.//www.us-cert.gov/cas/ .. ">
<title>TAO4-111A</title>
<sec.item> )
<item rdf.about="http://jvn.jp/cert/JVNTAO4-111A">
<title>Potential Reliability Issue in TCP</title>
</item>
<item rdf.about="http://www.hitachi.co.jp/..">
<title>GR2000/GR4000/GS4000/GS3000 ..</title>
</item>

</sec:item>
</item>

/ !

L]

=kl TA04-111A : TAD4-111A

ﬁ.“NTAO4-111A : Potential Reliability Issue ih TCP (ih Japanese)

I GR2000/GR4000/G54000/G53000 Yulnerability Issues in TCP {in Japanes...

I SAMNRISES500V/1000 Yulnerability Issues in TCP {in Japanese])

SANRISES500V/1000 Yulherability Issues in TCP (inh Japanese) |

wultiple Yendeor TCP Denial of Service Vulherability (in Japanese)

WU 15284 WU 152584

PUBLISHER:

IVH

DATE:
2005-04-01T15:00+09:00

JYNTAO04-111A [ Potential Reliakility Issue in TCP (in Japanese) |

NISCC-236929 : Potential Reliability Issue in TCP (in Japanese)
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JVNRSS practical activity XS L_SWf

O XSL swfis a FLASH tool for the visualized JVNRSS

B XSL swf refers to an XSL file to describe how a document should
be displayed.

<?xml-stylesheet href="/trn.xsl" type="text/xsl" 7> JVNRSS or RSS

Malicious Software
<item rdf:about="http.//www.trendmicro.co.jp/ .. WORM_ZOTOB.A"> REGIEE] VO 051 a
<title>Trendmicro: WORM_ZOTOB A</title> Do Threscor )
<link>http://www.trendmicro.co.jp/ ... WORM_Z0OTOB.A</link> SANS Inetitute MS0E.03G
</item> Wnrm in the wild
<item rdf:about="http://www.security-express.com/ ... 0181.html|"> Trendmicru:
<title>[Full-disclosure] (MS05-039) Microsoft Windows Plug-and-Play ... </title> _WDR”_‘—‘ZDTDE"A
<link>http://www.security-express.com/ ... 0181.html</link> Fﬁé;?ﬁﬁ'ﬁ%ﬁﬁﬁgig
</item> Flug-and-Flay Service
> Fermote Cverflow
(Lniversal Exploit + no
<xsl:stylesheet version="1.0" XSL |_|crash shellcode)
| o 21 Py Remote Buffr
<xsl:when test="rss:link=""http.//www.trendmicro.co.jp/ .. WORM_ZOTOB.A""> Overflow Exploit (MS05- e
LEVEL1</xsl:when> 1) i
<xsl:.when test="rss:link="http://www.security-express.com/ ... 018LhtmI"'>——

</xsl:.when>
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n JVNRSS practical activity

O RSS diris a concept of the RSS directory for the RSS channel.
RSS directory describes a RSS channel tree using the RSS format.

B Check the feed for changes and react to the changes in an
appropriate way

root.rdf

jp_root.rdf

-

-

root

|_

N\

—PI jp_root

3

~N

RSS_ dir

vendorA_root.rdf

-->| JP vendor A I—

-l::l year2005 I
I year2006 I

—>| JP vendor B |

-->| JP vendor C F

1?' Product A I

J
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JVNRSS practical activity RSS_d Ir

O Use RSS_dir to selectively display the information collected/updated
In the last 7 days
jp_root.rdf ¢ > Stepl: Read top layer RDF

JP root %_’ JPvendorA | vendorA.rdf C

—»> JP vendor B vendorB.rdf

Step2: Read 2nd layer RDFs

=3 http://jvnrss.ise.chuo—w.ac.jp - JYNRSS: Directory of RS5 is channel for channel (RSS_dir} - Microsoft Int... [Hj=] E3

41. undefined : C

42, undefined

43, undefined

44. undefined WEN 30 oncentrator Vulnerahle to

5. HSO06-006 ai d by an Email Attachment File
416. HSO06-007 :u
7. undefined : Public Exg e for & Yulnerahility in Sendmail 2006-04-20

Updated in the last 7 days

45 HSO06-006
2006-04-26T0O0:00+03:00 Hitachi Ltd.

undefined

Copyright © JVN. 2006. All rights reserved. 35



n Proposal RSS Extension

O JVNRSS is based RSS 1.0 and a proprietary format in Japan.
O Exchange security information in worldwide.
O

The ability to use RSS holds the key to successfully implement a
scheme for distributing security related information.

B Qualified Security Advisory Reference (mod_sec)

RSS Extension definition of the tags for RSS 1.0, RSS 2.0
and Atom
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“ MOD_ SEC: sec:references

O sec:references is an element for a best reference (CVE, CERT
Advisory, CERT Vulnerability Note, US-CERT Technical Alert etc.)
to related security information.

O Syntax
<sec:references sec:source="%name" sec:id="%id" >
%ResourceReference</sec:references>

B %name

An attribute is abbreviation name, which provides the best reference,
such as CVE, JPCERT, CERT, CIAC, BID, CERT-VN, MS, OSVDB,
XF etc.

H %id
An attribute is the unique identifier assigned by sec:source, such as

VU#105259, MS01-044, CVE-2001-0525, CA-2001-14, TAO05-111A
etc.

B %ResourceReference
An entity value is a URI reference to a resource.
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“ MOD_SEC: sec:identifier

O sec:identifier is an element for the unique identifier assigned by
vendor.

O Syntax
</sec:identifier>%id</sec:identifier>

m %id

An attribute is the unique identifier assigned by vendor, such as
"Cisco Security Advisory ID#50960", HPSBMAQ01234 etc.

Copyright © JVN. 2006. All rights reserved.

38



MOD_SEC: Example
Atom + <sec:identifier> and <sec:references>

O ID: JVNTAO06-109A

O Title: Oracle Products Contain Multiple Vulnerabilities
B Reference: http://www.us-cert.gov/cas/techalerts/TA06-109A.html

<entry>

<title>Oracle Products Contain Multiple Vulnerabilities</title>

<link rel="alternate" type="text/html" href="http://jvn.jp/cert/IVNTAO06-109A/"/>
<id>http://jvn.jp/cert/IVNTAO06-109A/</id>

<summary type="text">Oracle products and components are affected by multiple
vulnerabilities. </summary>

<published>2006-04-20T11:30+09:00</published>
<updated>2006-04-21T15:00+09:00</updated>

<author>

<name>JVN</name>

<email>jvn@jvn.jp</email>

<uri>http://jvn.jp/</uri>

</author>

<sec:identifier>JVNTA06-109A</sec:identifier>

<sec:references sec:source="CERT" sec:id="TA06-109A">

http://www.us-cert.gov/cas/techalerts/TA06-109A.htmi</sec:references>

</entry>

Copyright © JVN. 2006. All rights reserved.

39



lp A JPCERT @@

INFORMATION-TECHNOLOGY PROMOTION AGENCY, JAPAN

Reference

O IPA (Information-technology Promotion Agency, Japan)
B http://www.ipa.go.jp/english/about/index.html
B http://www.ipa.go.jp/english/security/index.html

O JPCERT/CC
B http://www.jpcert.or.jp/english/

O JVN (JP Vendor Status Notes)
B http://jvn.jp/ (Japanese)
B http://www.ipa.go.jp/english/security/third.html

O JVNRSS (JP Vendor Status Notes RSS) Feasibility Study Site
B http://jvnrss.ise.chuo-u.ac.jp/jtg/
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Ending

We propose "JVNRSS" to solve the problems and improve the
security information exchange for security administrators. JVNRSS is
based on RSS 1.0 and use the field <dc:relation> of Dubline Core as
Index of grouping security information. This presentation has
discussed the specification of JVNRSS and the application, especially
the gathering and grouping approach for the security information
exchange. Furthermore, we introduce RSS extension of security
iInformation exchange.
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Thank you

Proposal of RSS Extension
for Security Information Exchange

2006/06/30

Masato Terada
office@jpcert.or.jp
http:/ljvn.jp/

IPA (Information-technology Promotion Agency, Japan)
JPCERT/CC (Japan Computer Emergency Response Team Coordination Center)
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