HRWBEZE OVE1—3EF 2T LURP L 2006, pp.203-208 (Oct.25-27, 2006)

CVSS %R IS FHE O R E

IRTEE T R

U NTATEOE A

HiFEIET! /IR T

T HALEEHE RS (IPA)

T 113-6591 B ATHD SO XA BIA 2-28-8
X7 —rva—hk B F—FT7 4 R 16

BE: V7 T ORI EXDRENIREY 5ob 5 07, Mt Db O ORE R
JE72 BB 2 E AR AR T e, A O BRI K0 fEsati Rt 21T o TR 2 U T o

TENDH LD, TOREETIE LI TR,
SR, S O VELFE % FRART 7 72 6 00 363 2 7

& LT, CVSS (Common Vulnerability Scoring System) &

VD) MEF PRI S E NG STV D, AT, HRtEX= U7 0 BYESR - N —v v SIS E ]
SN METH MR EE %2, CVSS 2 H W TR L 72/ R >\ Tk~ 5 L4z, FHLFEHEZBE T 25 EIC o

WTak 3.

F—IJ—F: X2 U7 50 - &, CVSS, WaFsMEFEmnm

Study of Vulnerability Assessment using CVSS

Katsumi KOBAYASHI ! Masato TERADA '!

Tadashi YAMAGISHI'! Hideaki KOBAYASHI™'

D Information-technology Promotion Agency, Japan
Honkomagome 2-28-8, Bunkyo, Tokyo, Japan

Abstract: While software vulnerabilities are now posing widespread threats to the Information Society, few quantitative
indexes or assessments of the characteristics and severity of the vulnerabilities have been develped nor done. A number of
computer security vendors have developed and implemented their own evaluation procedure to assess vulnerabilities.

Unfortunately, they are not interoperable.

Recently, CVSS (Common Vulnerability Scoring System) has been introduced and promoted as a common language to
discuss the severity and impact of a vulnerability by FIRST (Forum of Incident Response and Security Teams).

In this paper, we present the result of the CVSS scoring of the vulnerabilities reported to IPA (Information-Technology
Promotion Agency, Japan),and address several issues in the scoring criteria used by CVSS.
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SANS CVA

How difficult is it to exploit the vulnerability?
Remote/Local? Without Credentials or Physical
Access?

Is the problem found in default
configurations/installations?

How trivial is it for an informed attacker to devise his
own exploit?

Does the attacker need to social engineer his victim?
(e.g. clicking a link, visiting a site, connecting to a
server, etc.).

Is exploit code publicly available?

Is the vulnerability being actively exploited in the wild?

Are technical vulnerability details available?

Is the network infrastructure affected (DNS, routers,
firewalls)?

Are the affected assets high value (e.g. databases,
e-commerce servers)?

Is the affected product widely deployed?

Is this a server or client compromise? At what privilege
level?
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7 2 Base Metric Scoring

AccessVector = case AccessVector of
local 0.7
remote 1.0
AccessComplexity = case AccessComplexity of
high 0.8
low: 1.0
Authentication = case Authentication of
required 0.6
not-required 1.0
Conflmpact = case Confidentialitylmpact of
none 0
partial 0.7
complete 1.0
ConflmpactBias = case ImpactBias of
normal 0.333
confidentiality 0.5
integrity 0.25
availability 0.25
IntegIlmpact = case Integritylmpact of
none 0
partial 0.7
complete 1.0
InteglmpactBias = case ImpactBias of
normal 0.333
confidentiality 0.25
integrity: 0.5
availability 0.25
Availlmpact = case Availabilitylmpact of
none 0
partial 0.7
complete: 1.0
ImpactBias = case ImpactBias of
normal 0.333
confidentiality: 0.25
integrity 0.25
availability 0.5

BaseScore =round to 1 decimal(10 *
AccessVector * AccessComplexity * Authentication
* ((Conflmpact * ConflmpactBias)

+ (Integlmpact * InteglmpactBias)

+ (Availlmpact * AvaillmpactBias)))
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# 3 Temporal Metric Scoring

Exploitability = case Exploitability of
unproven 0.85
proof-of-concep 0.9
functional 0.95
high 1.00

RemediationLevel = case RemediationLevel of
official-fix 0.87
temporary-fix 0.90
workaround 0.95
unavailable 1.00

ReportConfidence = case ReportConfidence of
unconfirmed 0.90
uncorroborated 0.95
confirmed 1.00

TemporalScore = round to 1 decimal(BaseScore *
Exploitability* RemediationLevel*
ReportConfidence)

(3)Enviromental Metrics
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Vulnerability Common | Buffer Overflow In
Name NOD32 Antivirus Software

CVE reference CVE-2003-0062

Access Vector LOCAL [0.7]
Access Complexity HIGH [0.8]

# 4  Enviromental Metric Scoring

Authentication NOT-REQUIRED [1.0]
Confidentiality Impact | COMPLETE [1.0]
Integrity Impact COMPLETE [1.0]
Availability Impact COMPLETE [1.0]

Impact Bias NORMAL [0.333]

CollateralDamagePotential= case
CollateralDamagePotential of

(10*0.7*0.8 * 1.0 * (1.0

BASE SCORE F0.333) 4 (10 * 0.333) +
(1.0%0.333)) = 5.6
Exploitability PROOF-OF-CONCEPT

[0.90]

Remediation Level OFFICIAL-FIX [0.90]

none 0

low 0.1

medium 0.3

high 0.5
TargetDistribution = case TargetDistribution of

none 0

low 0.25

medium 0.75

high 1.00
EnvironmentalScore =

round to 1 decimal((TemporalScore + ((10 -
TemporalScore) * CollateralDamagePotential)) *
TargetDistribution)

Report Confidence CONFIRMED [1.0]
* * * —
TEMPORAL SCORE 5‘546 0.90 * 0.90 * 1.00)
Collateral Damage .
Potential None — High [0 - 0.5]
Target Distribution None — High [0 - 1.0]
- * -
ENVIRONMENTAL (@4 + (10 - 4.4) {07
SCORE 0.5}) * {0 - 1.00}) =
(0.00~7.20)




HRWBEZE OVE1—3EF 2T LURP L 2006, pp.203-208 (Oct.25-27, 2006)

4. IPA T CVSS BARITHRE & 154

4.1. CVSS BERARITOFFM*R

Bt x= V7 R S— N — v 7
FoX, 2004 4E 7 H LAREIC IPA 3524 « 8T LT Ma
M BEE SR LT, CVSS Z [ UM L 7= 5%
L ONVDIZ B ST 2 Mgk B # 4 NIST
DIREAM U 7o 2 bl 3% .

AFETIX, CVSS D& LT, FRRISCEREEICHE
I U720 Base Metrics DD 4 % 54212, ZF DEWN
WCOWTRT EILICERAZELET S,

4.2 NIST & IPA A5l U 7= R %I BE 0D L8
421. FAERHH SR IFFMDEL
(1) A5 5

NVD (28 % S 4L T U 2 ffags i BEE i i & NIST 23
S Lo A AERNC Ay T 72 T 7 2K 11T, IPA
DNEZAE « Sy BT U 72 a5 M B a1 S O - 2 & 4R RIS 4y
F727 7 7 %X 2107,

NIST /% CVSS TiHlli L 721 % 7tiZ, 0.0~3.9 D#i
FH % Low, 4.0~6.9 O#iPH % Medium, 7.0~10.0 D#
P % High & L CIRAEZEFZL TV D.

[EIBRH 72 e A VERESR 2 BRI & L C, TPA %At -
OIMT L 7= a9t B B IZ S C b, NIST &[RRI
TRANFE & 0 5 & RIFES, MassikoREic £
L72(1X 3).

5000
OLow ]

= 4000 1 g pedium
& 3000 [@High 5
& -
gzooo— ] I %
=000 [H [ B 7
229 9 9% 7

O o o

D [e) — N [s£) < Lo

(=23 o o o o o o

(=] o o o o o o

— N N N N N N

X 1 NIST 2353FAf L 7= 451 O G

oy
13

&
3t

60
OLow
ﬁ 50 B Medium NN
:‘%40 - @High RIRI
R ORI
- 30
=
X 20
= RO
SRR —
0 S 7, 77
& & &
< Lo ©
() () ()
() () ()
N N N
X 2 TPA 25RFAM L 7= 4E B OV % FE 4y A

45
— OLow —
ﬁ4o = _
¢35 m B BMedium —
¥=30 . @High —
R25
220 1 .
w15 -
=10 - T —’»
-5 . |- | B __ .
PR I 7 2 O 7 == I s ==
S #H o4 N g A | Y | )l
N B Oo# m F B O H Y & [
~ 8 X N X 8 N (S [ N
ke U oo KR | WMoy L
™ T | H S & [ —— X
> ®E O 0N om0 N H_
o U A iz} A * «h 'L\_H
X B N m N X BN
L o ©L NN N
s X A B By *® X
P P 4 ¥ % X b
X IS n 2 X
ui N a o
o =

13
d\

X 3 IPA 2353FAM L 7= EBs AR EE B OV A B 53 AT

Q)B%

NIST 235FAf U 7240 B2 1, 1999 4= Sk L C,
Low & High OB FRBEOHIGZ EHTEY,
Medium OFEEB DI VMERI N H 5. & T 2
&, IPA D3GFAMN L 72 R A S 1X, Low O824 <,
High DD 7eu. ZHuld, TPA 23526 - 04 L
7o WegatE BRI, KSR L7227 o 21 h &
IVTT 4 T OREEN ST 2 EREHET
HoHrEEZLND.

K3 XY, 7axtrg s27 V7T 007 Dl
PERZNZ LD, FEADNKES R 5arEIc BT % @
EHENEZ TS D EEZ NS,

4.2.2. BaseMetrics RZIEM S B 254

(1) 6 2R

NVD (28 5k S 41TV 2 Mags i BE i i & NIST 23
ST U 7 5 2 TRA RN 3 T 7= 7 F 7 2 [K 412,
IPA 52 AF « 38T U 7= Maoa M BE 4% 3 O 1258 & R )
RN T 27T 7 %K 5 1R T.

FTNFND T T 7I2BWT, 4.2.1. L [FAHIC NIST
DIFEAE DL FEIZ A HE T, Low % /5, Medium % i
#, High 24 LAV E LTRT.

1600 p—

1200

800

NVDZ 8% 44 %%

400

REIBV=E= 77

o 1 2 3 4 5 6 7 8 9 10
BaseMetr icsiEZIE

Xl 4 NIST 255FAM L 7= G4 B 0 AR




HRWBEZE OVE1—3EF 2T LURP L 2006, pp.203-208 (Oct.25-27, 2006)

70
60
50
40
30
20
10

- ST

IPASZ{F

BaseMetr icsiE %I E

5 TPA 2NEFAM U 7= 1R % BE 43 Af

NVD |28k ST 5 fagg M B i 2 NIST 23
FEAM L7 RE T, 2.3, 3.3, 7.0 ICHRICHEERNETR L
TW5. [AIBRIZ, JVN TARH L T2 agsik B
WA TPA DSFFM L7 fE R, 23 ICEF L TR, &
ZIEEIXR U & O 2 EIicEE DA H 5.

Q)B%

2OM YT 7l LTS Do TR HIE
23ICERTHE, ZoEAEE M RHMBEE X 13
T OMABDOENFETH.

0S RCELEER A BR\N - — 72 Y 7 b =T T
1%, Impact Bias 7% CLAUZRHII &5 Z &1 720.
DI, 13 S DA EDE D 5 b, Impact Bias
DILH % NORMAL & 33~ 2 fiAa G b IC[RET
5L, WITRT 3 EEOMEAE DENIFET S.

(a) VE— D ORGEZ LB L TICHEARETH
D, CLA.® 5 5H—IHH% PARTIAL, 3% 18
H % NONE & 3+ 5.

(10* 1.0 * 1.0 * 1.0 * (0.7 * 0.333) + (0 * 0.333)
+(0 *0.333)) = 2.331=2.3

(b) B—HNIPEDHBERRETHY, CLADIH
—IHH % COMPLETE, %% —IHH % NONE & &F
fli4 %

423. FHMEREE,N SRS FZEDELEFRE

(1) FH 76

IPA 23524t « 3H7T L= MagatEBd G o 5 5,
CVE & 5N 31T S 72 20 R 2T, NIST 2357 FH
U 72 1RZI B & b U 7= (3% 6), 14 o faga RS
HIFMOEANEICENELZ. 209 b, 44ETIE
NIST 23 L7z 3 BePEDVRZNFE D 3 SIS 2N A Uz,

RAE DI EEE LT 41O R NG,
(CVE-2006-2501) Dl 2252 7 (2R L, IRAIEEIZEN
AUTFERZRIETS. ZOMIET 7 o0 234 &
AGVTT 4T THY, 2—FDT T 7% ETH
“HMEBEDOAI VT N EFITCEHMETHS.
NIST DF¥AflilE Confidentiality, Availability ¢ FF-AffiZH H
Z PARTIAL & #f4fi L TUW %78, IPA DRl Tl
Z i 7 L L NONE &3l L TV 5.

F 6 CVE F5BIEZE &

CVE %5 NIST O #¥Afh IPA O ¥
CVE-2004-1236 | 10.0 | High 8.0 | High
CVE-2005-0643 7.0 | High 8.0 | High
CVE-2005-0644 7.0 | High 8.0 | High
CVE-2005-0922 3.3 | Low 3.3 | Low
CVE-2005-0923 2.3 | Low 2.3 | Low
CVE-2005-2411 8.0 | High 2.3 | Low
CVE-2005-2336 3.3 | Low 23 | Low
CVE-2005-2803 3.3 | Low 23 | Low
CVE-2005-3042 7.0 | High 9.0 | High
CVE-2005-2337 7.0 | High 1.6 | Low
CVE-2005-2339 3.5 | Low 23 | Low
CVE-2005-2969 3.3 | Low 23 | Low
CVE-2005-2338 3.3 | Low 23 | Low
CVE-2005-3352 2.3 | Low 2.3 | Low
CVE-2006-0195 2.3 | Low 2.3 | Low
CVE-2006-2007 7.0 | High 7.0 | High
CVE-2006-1546 7.0 | High 4.7 | Medium
CVE-2006-2501 7.0 | High 2.3 | Low
CVE-2006-2517 7.0 | High 7.0 | High
CVE-2006-2384 3.7 | Low 23 | Low

(10%0,7* 1.0 * 1.0 * (1.0 * 0.333) + (0 * 0.333)
+(0 *0.333)) = 2.331=2.3

%% 7 NIST & IPA OFEMPNE D Lk

(c) B—ANIPOEMERERMB L OREREZ LB L L
THWEAFETH Y, CLAATZ% PARTIAL & 3f
i 9%

(10 % 0.7 * 0.8 * 0.6 * (0.7 * 0.333) + (0.7 * 0.333)
+(0.7 * 0.333)) = 0.2349648=2.3

@~(C)DH T, WERICKLELRFHE RSB DRWV
HEDEIZQTH D Z L0 n, FHflHE 2.3 DOMEssE
DIH B, FBENEG RMFHEIZ@OMAEDEIZA
HIEREZLND.

NIST O #FAfii | IPA O3

Sun Java System Web Server
BTS00 A% A hRJ
V7T 4 7 DONagsik

Vulnerability Common
Name

CVE reference CVE-2006-2501

Access Vector Remote Remote
AccessComplexity Local Local
Authentication Not-Required | Not-Required
Confidentiality Impact Partial None
Integrity Impact Partial Partial
Availability Impact Partial None

Impact Bias Nomal Normal
BASE SCORE 7.0 2.3
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