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Abstract: MyJVN is framework for exchange of security information and automation of vulnerability countermeasure.
Currently, MyJVN has a Web service API that is based on CPE (Common Platform Enumeration) as a structured naming
scheme for products. And most of security information of MyJVN is deployed as human readable documents.

It is necessary to improve the security information service environment for automation of vulnerability countermeasure.
In this paper, firstly we will explain the specification and applications of MyJVN. Secondly, we will introduce our
feasibility study of OVAL (Open Vulnerability Assessment Language) for MyJVN.
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<?xml version="1.0" encoding="UTF-8" ?>
<Result xmins:xsi="http://www .w3.0rg/2001/XMLSchema-instance"
xmins="http://jvndb.jvn.jp/myjvn/Productlist"
xmins:status="http://jvndb.jvn.jp/myjvn/Status"
xsi:schemalocation="http://jvndb.jvn.jp/myjvn/Productlist
http://jvnrss.ise.chuo-u.ac.jp/jtg/apis/productlist_2.0.xsd
http://jvndb.jvn.jp/myjvn/Status
http://jvnrss.ise.chuo-u.ac.jp/jtg/apis/status_3.0.xsd">
<VendorlInfo xml:lang="en">
<Vendor vname="Sun Microsystems, Inc." cpe="cpe:/:sun" vid="1">
<Product pname="JRE" cpe="cpe:/a:sun:jre" pid="266">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002003" />
</Product>
</Vendor>
<Vendor vname="mozilla.org contributors" cpe="cpe:/:mozilla" vid="27">
<Product pname="Mozilla Firefox"
cpe="cpe:/a:mozilla:firefox" pid="170">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002007" />
</Product>
<Product pname="Mozilla Thunderbird"
cpe="cpe:/a:mozilla:thunderbird" pid="504">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002008" />
</Product>
</Vendor>
<Vendor vname="OpenOffice.org" cpe="cpe:/:openoffice" vid="214">
<Product pname="OpenOffice.org"
cpe="cpe:/a:openoffice:openoffice.org" pid="602">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002009" />
</Product>
</Vendor>
</Vendorinfo>
<status:Status xmins:status="http://jvndb.jvn.jp/myjvn/Status" version="3.0"
method="getOvalList" lang="en" retCd="0" retMax="10000" errCd="" errMsg=""
totalRes="7" totalResRet="7" firstRes="1" />
</Result>
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<?xml version="1.0" encoding="UTF-8" 7>
<Result>
<oval_definitions>
<definitions>
<definition id="oval:jp.ac.chuo-u.ise.jvnrss.oval:def: 1200900002007"
class="vulnerability" version="1">
<metadata>
<title>Mozilla Firefox is installed</title>
</metadata>
<criteria comment="Mozilla Firefox">
<criterion comment="Mozilla Firefox is installed"
test_ref="oval:jp.ac.chuo-u.ise.jvnrss.oval:tst:2007" />
<[criteria>
</definition>
</definitions>
<tests>
<registry_test id="oval:jp.ac.chuo-u.ise.jvnrss.oval:tst:2007"
version="1" comment="Mozilla Firefox isinstalled"
check_existence="at_least_one_exists" check="at least one"
xmins="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows">
<object object_ref="oval:jp.ac.chuo-u.ise.jvnrss.oval:0bj:2007" />
<Iregistry_test>
<[tests>

<objects>
<registry_object id="oval:jp.ac.chuo-u.ise.jvnrss.oval:obj:2007"
version="1" comment="Mozilla Firefox isinstalled"
xmlins="http://oval.mitre.org/XMLSchemal/oval-definitions-5#windows">
<hive>HKEY_LOCAL_MACHINE</hive>
<key>SOFTWARE¥Mozilla¥Mozilla Firefox</key>
<name xsi:nil="true" />
</registry_object>
</objects>

</oval_definitions>
<status:Status xmlns:status="http://jvndb.jvn.jp/myjvn/Status" version="3.0"
method="getOvalData" lang="en" retCd="0" retMax="10000" errCd="" errMsg=""
totalRes="1" totalResRet="1" firstRes="1" />

</Result>
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FERID Mozilla 8ol 2RI 2EEO JavaScript FEITS N DMEEHE
JYNDB-2008-002229 2009-02-02T145:46:16+09:00

FERND Mozilla BiSlCRIT 2 PO PR SV FT 4 L FOIESSE
JYNDB-2008-001956 2008-12-12T12:29:57+09:00

HEENOD Mozilla BRI HIT S Appendatiributevalue BEEIOH — E*2UERIEE (DoS) iR x|

8: 7 A NH ) T RIFBRERKREN & R OWasatEXIRIE R T = v 7 Y — v



BIRWEZE aVE21—2tFa)T1 HEHRE Vol.2009 No.20, pp.283-288 (Mar. 5-6, 2009)

vendorList

EtProcuctList

R ”
. ‘!!

etaillnfo

X

wilist  WEEHERWIGTY
Info RESTHITAR AT

AX : MyJVN Web APl @ £ >/~ K getProductList % 7= 85, — B B i
X 9 : Web ¥— 2 APl i FRIED 7= 8 D 5 fi FZHEA

6 HhHhYIC

AFETIE, Maggitse Iz b 5 U ot 2 B
BT 7L —24U—27 MyJVN OFEBEIZOWT, HEiTs
et SR T D it S & aga MR SR A e
—EAOHEENER LT, F72, SREE LT 5T
OIZ, EX a2 VT M@ ZF = v 735 Fh& AR
OVAL % H\ 7z a5t SR B 40 2 LB o #tsiAb &
Web H—t 2 APl DHEIRICOWTIRET 5 & g,
B L7 0 N AT UAT KON THE L.

Jagg et SR B Ao B ALER DREMRAL A HEEES 512 H
720, MEFHERRIEHR OB OTEH, R, 2
L TWDWeb I —EZXAPIDIEHANEETH D &
EZ TN,

St21%, K 9Z/RT X 9 72 Web H—E 2 API {5
REDTZDDOSMRFIEL R LN, MFFMERRIZ
B ooz B+ 7L —AaU—7
MyJVN O3 K HetE 2D TV FETH DH.

Bl

A ZRED DIZHT-> CTHERBE LW %2TE
W, R BN, IPA OBIRE AALICHEL
EHELET

BE IR

1) SFH, A2, Rags v SR H o FITE AR

MyJVN D#EZE", CSS2008 (2008)

2) MamfEss PRk ]+ CVE Rk

http://lwww.ipa.go.jp/security/vuln/CVE.html

3) HEfMEgs R > A 7 A CVSS v2 L

http://www.ipa.go.jp/security/vuln/SeverityCVSS2.html

4) HmpfEss & A 7 —% CWE Rk
http://www.ipa.go.jp/security/vuln/CWE.html

5) w77 v b7 4 —L—% CPE #fil
http://www.ipa.go.jp/security/vuln/CPE.html

6) NIST: The Information Security Automation Program

and The Security Content Automation Protocol,
http://nvd.nist.gov/scap.cfm

7) Karen et.al, “The Common Configuration Scoring

System (CCSS)”, NIST Interagency Report 7502 (2008),
http://csrc.nist.gov/publications/drafts/nistir-7502/Draft
-NISTIR-7502.pdf

8) CAPEC: Common Attack Pattern Enumeration and

Classification, http://capec.mitre.org/

9) CEE: Common Event Expression,
http://cee.mitre.org/

10) CRF: Common Result Format,
http://makingsecuritymeasurable.mitre.org/crf/

11) <M, @&, HE, Mgtk R E®R T — 2 ~—

2 JVN OFEZE”, 151G CEE Vol.46 No.5 (2005)

12) #FPEFA, THERE X 2 U 7 ¢ RHEH — b

F— w7 OEMBRBIZONT
http://www.meti.go.jp/policy/it_policy/press/0005399/

13) JVNRSS: JVN RDF Site Summary,
http://jvnrss.ise.chuo-u.ac.jp/jtg/jvnrss/

14) mod_sec: Qualified Security Advisory Reference,
http://jvnrss.ise.chuo-u.ac.jp/jtg/mod_sec/

15) VULDEF: The VULnerability Data publication and

Exchange Format data model,
http://jvnrss.ise.chuo-u.ac.jp/jtg/vuldef/

16) OVAL: Open Vulnerability Assessment Language
http://oval.mitre.org/



